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Field of the Invention 

This invention relates generally to a method of and system for validating 
error correction code and parity information associated with a data word and more 
particularly to a method of and system for validating proper generation of error 
correction codes when the data over which the error correction code is generated 
is originally protected by simple parity. 

Background of the Invention 

During the high-speed transmission of digital data through a computer 
system such as a data storage device or communication system, it is extremely 
important to monitor the digital data for errors and to be able to correct any errors 
that may occur. Typical schemes for checking for errors and, in some cases, 
correcting errors, include the use of parity bits and error correction codes (ECC). 
Several methods incorporate both schemes in order to provide redundant error 
checking in the data transmission system. 

One example of such a system is shown at 10 in FIG. 1. In system 10, the 
data is transmitted from upstream logic 12 to downstream logic 20. The data, 
along with the associated parity bits, are transmitted to a parity checker 14 which 
compares the parity of the transmitted data word with the parity bits to determine 
whether an error has occurred in either the data or the parity bits. The data, 
without the parity bits, is also transmitted to ECC generator 16, which generates 
an error correction code in accordance with known algorithms. The data with 
ECC is then transmitted to downstream logic 20. While this system incorporates 
both parity and ECC error detection schemes, it is still vulnerable to undetected 
errors because the data travels in separate paths to the parity checker 14 and the 
ECC generator 16. For example, if an error in the data were to occur at point 18, 
the parity checker 14 would indicate correct parity, but the ECC generated by the 
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ECC generator 16 would be based on faulty data and would thus be incorrect. A 
similar error could occur if the data was corrupted in the path to the parity checker 
14, if the corruption resulted in incorrect parity. 

Another example of a system incorporating parity and ECC error checking 
schemes is shown at 30 in FIG. 2. Similar to system 10 of FIG. 1, system 30 
transmits data from upstream logic 32 to downstream logic 42 and the parity of 
the data is checked in parity checker 34. However, in this system, the data is 
passed through two separate ECC generators 36, 38 and the resulting ECCs are 
compared to each other in comparator 40 before being passed to the downstream 
logic 40. This system 30 would be likely to detect any errors that occurred in the 
data downstream of intersection 44, since, if the data is corrupted in either of 
branches 46 and 48, the resulting ECC codes from ECC generators 36, 38 would 
be different and if the data is corrupted in branch 50, the parity checker 34 will 
detect a change in parity of the data. However, if the data is corrupted at point 52, 
both ECC generators will generate the same, incorrect ECC and, depending on the 
parity of the incorrect data, the parity checker 34 might not detect the error. 

Summary of the Invention 

The present invention provides a method of and system for validating 
error correction codes that are generated for the purpose of indicating whether 
errors are present in digital words transmitted throughout a computer system by 
combining the parity checker and the generation of the ECCs. The system 
generates a first error correction code for a digital word using an error correction 
code generating scheme such as a modified Hamming code. A second error 
correction code is generated using an inverted version of the error correction code 
generating scheme used to generate the first error correction code. The first and 
second error correction codes are logically compared to generate a data signature 
that is then logically compared to the parity information associated with the 
original digital word. The result of this logical comparison is compared to a 
predetermined constant to determine whether an error is present in the original 
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data word, in the parity, in the first error correction code or in the second error 
correction code. 

According to a first embodiment of the invention, a method for operating a 
data processing system includes: 

A. receiving a digital word having N bits of data and M bits for error 
detection; 

B. generating a first error correction code based on the N bits of data of 
the digital word; 

C. generating a second error correction code based on the N bits of data of 
the digital word; 

D. performing a first logic operation on the first error correction code and 
the second error correction code to generate a data signature representative of a 
comparison of the first error correction code and the second error correction code; 

E. performing a second logic operation on the data signature and the M 
bits of the digital word to generate a constant signal representing a comparison of 
the data signature and the M bits of the digital word; 

F. comparing the generated constant signal to a predetermined constant 
signal to determine if an error has occurred in at least one of the N bits of data in 
the digital word, the M bits of data in the digital word, the first error correction 
code and the second error correction code; and 

G. determining that an error has occurred in at least one of the N bits of 
data in the digital word, the M bits of data in the digital word, the first error 
correction code and the second error correction code if the generated constant 
signal is different from the predetermined constant signal. 

The first error correction code may include Y bits, wherein each one of the 
Y bits may be generated by performing a third logic operation on predetermined 
bit sets of the digital word. At least two of the Y bits of the first error correction 
code may be generated by performing the third logic operation on different 
predetermined bit sets of the digital word. The second error correction code may 
include Y bits, wherein each one of the Y bits of the second error correction code 
may be generated by performing a fourth logic operation on bits of the digital 
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word which are not included in the predetermined bit set of the digital word used 
to generate a corresponding bit of the first error correction code. The M bits of 
the digital word for error correction may be parity bits. The predetermined 
constant signal may include Z bits, all of which being one of all zeros and all 
ones. The generated constant signal may include Z bits and, if no errors are 
present in at least one of the N bits of data in the digital word, the M bits of data 
in the digital word, the first error correction code and the second error correction 
code, all of the Z bits of the generated constant signal are one of all zeros and all 
ones. The first logic operation and the second logic operation each may be an 
XOR operation. The third logic operation and the fourth logic operation each 
may be one of an XOR operation and an XNOR operation. If no errors are 
present in the N bits of the digital word, the second error correction code may be 
one of identical to the first error correction code and opposite to the first error 
correction code. If no errors are present in the N bits of the digital word, the 
digital signature may include one of all zeros and all ones. If the N bits of the 
digital word are even, and if no errors are present in the N bits of the digital word, 
the digital signature may include all zeros. If the N bits of the digital word are 
odd, and if no errors are present in the N bits of the digital word, the digital 
signature may include all ones. If the N bits of the digital word are even, and if 
no errors are present in the N bits of the digital word, the second error correction 
code may be identical to the first error correction code. If the N bits of the digital 
word are odd, and if no errors are present in the N bits of the digital word, the 
second error correction code may be opposite the first error correction code. 

According to another embodiment of the invention, a data 
processing system includes an input portion for receiving a digital word having N 
bits of data and M bits for error detection; a first error correction code generator 
for generating a first error correction code based on the N bits of data of the 
digital word; a second error correction code generator for generating a second 
error correction code based on the N bits of data of the digital word; a first logic 
operator for performing a first logic operation on the first error correction code 
and the second error correction code to generate a data signature representative of 
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a comparison of the first error correction code and the second error correction 
code; and a second logic operator for performing a second logic operation on the 
data signature and the M bits of the digital word to generate a constant signal 
representing a comparison of the data signature and the M bits of the digital word. 
The system further includes a comparator for comparing the generated constant 
signal to a predetermined constant signal to determine if an error has occurred in 
at least one of the N bits of data in the digital word, the M bits of data in the 
digital word, the first error correction code and the second error correction code; 
and an error signal generator for generating an error signal indicating that an error 
has occurred in at least one of the N bits of data in the digital word, the M bits of 
data in the digital word, the first error correction code and the second error 
correction code if the generated constant signal is different from the 
predetermined constant signal. 

According to another embodiment of the invention, a method for operating 
a data processing system includes: 

A. receiving a digital word having N bits of data and M bits for error 
detection; 

B. generating a primary error correction code based on the N bits of data 
of the digital word; 

C. generating a complementary error correction code based on the N bits 
of data of the digital word; 

D. performing a first logic operation on the primary error correction code 
and the complementary error correction code to generate a data signature 
representative of a comparison of the primary error correction code and the 
complementary error correction code; 

E. determining whether an error has occurred in at least one of the N bits 
of the digital word, the primary error correction code and the complementary 
error correction code based on the value of the data signature. 

The method may further include: 
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F. performing a second logic operation on the data signature and the M 
bits of the digital word to generate a constant signal representing a comparison of 
the data signature and the M bits of the digital word; and 

G. comparing the generated constant signal to a predetermined constant 
signal to determine if an error has occurred in at least one of the N bits of data in 
the digital word, the M bits of data in the digital word, the primary error 
correction code and the complementary error correction code; 

H. determining that an error has occurred in at least one of the N bits of 
data in the digital word, the M bits of data in the digital word, the primary error 
correction code and the complementary error correction code if the generated 
constant signal is different from the predetermined constant signal. 

According to yet another embodiment, a data processing system includes 
an input portion for receiving a digital word having N bits of data and M bits for 
error detection; a primary error correction code generator for generating a primary 
error correction code based on the N bits of data of the digital word; and a 
complementary error correction code generator for generating a complementary 
error correction code based on the N bits of data of the digital word. The system 
further includes a first logic operator for performing a first logic operation on the 
primary error correction code and the complementary error correction code to 
generate a data signature representative of a comparison of the primary error 
correction code and the complementary error correction code; and an error 
detection device which detects whether an error has occurred in at least one of the 
N bits of the digital word, the primary error correction code and the 
complementary error correction code based on the value of the data signature. 

The system may further include a second logic operator for performing a 
second logic operation on the data signature and the M bits of the digital word to 
generate a constant signal representing a comparison of the data signature and the 
M bits of the digital word; a comparator for comparing the generated constant 
signal to a predetermined constant signal to determine if an error has occurred in 
at least one of the N bits of data in the digital word, the M bits of data in the 
digital word, the primary error correction code and the complementary error 
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correction code; and an error signal generator for generating an error signal 
indicating that an error has occurred in at least one of the N bits of data in the 
digital word, the M bits of data in the digital word, the primary error correction 
code and the complementary error correction code if the generated constant signal 
is different from the predetermined constant signal. 

Brief Description of the Drawings 

These and other features of the invention will become more readily 
apparent from the following detailed description when read together with the 
accompanying drawings, in which: 

FIG. 1 is a schematic block diagram of a prior art data error checking 

system; 

FIG. 2 is a schematic block diagram of another prior art data error 
checking system; 

FIG. 3 is a schematic block diagram of an error correction code validation 
system in accordance with the present invention; 

FIG. 4 is a detailed schematic block diagram of the ECC and parity 
validation device of FIG. 3; 

FIG. 5 is a flow diagram showing the steps performed by the error 
correction code validation system in accordance with the present invention; and 

FIG. 6 is a table showing an example of an error correction code 
generation scheme. 

Detailed Description 

One embodiment of the error correction code validation system of the 
present invention is shown at 100 in Fig. 3. A data word with parity information 
received from the upstream logic 102 is transmitted through registers 104 and 106 
before it is input to ECC and parity validation device 108. The data word without 
parity is also transmitted from the register 106 to the downstream logic 1 14. 
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The data word without the parity is transmitted from register 104 to the 
ECC generator 1 10, where the ECC for the data word is generated in a manner 
known in the art. In the preferred embodiment, the ECC is generated using a 
modified Hamming generation scheme. It will be understood, however, that any 
type of ECC generation scheme may be utilized by the ECC generator 1 10, such 
as Reed-Solomon codes, etc. The ECC is then transmitted from the ECC 
generator 1 10 through a register 1 12 and to the ECC and parity validation device 
108. As shown in FIG. 3, the ECC is also transmitted to the downstream logic 
114. 

While registers 104, 106 and 1 12 are included in the preferred 
embodiment for the purpose of synchronizing the flow of data through the system 
100, it will be understood that these registers are not essential to the operation of 
the invention and may be omitted. 

The ECC and parity validation device 108 is shown in greater detail in 
FIG. 4. The ECC and parity validation device 108 includes a complementary 
ECC (CECC) generator 120, which receives the data-only portion of the digital 
data word from register 106. The CECC generator generates a complementary 
ECC based on the same ECC generation scheme utilized by the ECC generator 
1 10 to generate the ECC. The details of the operation of the CECC generator 120 
are described below with reference to FIGs. 5 and 6. 

The complementary ECC generated by the complementary ECC generator 
120 is input to an XOR operator 122 where an exclusive-or operation is 
performed on the CECC and the ECC input to the XOR operator from register 
112. The result of the XOR operation is the data signature, which typically 
includes the same number of bits as the ECC and the CECC. The data signature 
is then input to an XOR operator 124 where an exclusive-or operation is 
performed on the data signature and the parity bit or bits input to the XOR 
operator from register 104. The result of the XOR operation is a generated 
constant, which also typically includes the same number of bits as the ECC and 
the CECC. Finally, the generated constant is compared to a predetermined 
constant in comparator 126. The predetermined constant is hard-coded in logic 
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(not shown) and typically includes the same number of bits as the generated 
constant. As described below, the predetermined constant typically includes all 
1 *s or all O's. In the preferred embodiment, the comparator 126 performs an 
exclusive-or operation on the generated constant and the predetermined constant 
and then performs and OR reduction of the result to produce a single bit error 
signal output, which typically is a logic 1 if an error is present in either the 
original data word, the parity, the ECC or the CECC. A logic 0 is output if no 
error is detected. The error signal is output to the downstream logic 114. 

Referring now to FIGs. 5 and 6, the operation of the ECC and parity 
validation device 108 will be described. FIG. 5 shows a flow diagram 130 of the 
steps carried out by the ECC and parity validation device 108 and FIG. 6 shows a 
table 150 of an example of an ECC generation scheme that may be utilized by the 
ECC generator 1 10 and the CECC generator 120. Table 150 shows an ECC 
generation scheme for an 8-bit data word. While data systems which will utilize 
the device of the present invention typically operate on data words of up to 64-bits 
or larger, for the sake of simplicity, the invention will be described as it applies to 
the validation of the ECC and parity associated with an 8-bit data word. Those 
skilled in the art will understand how to scale the invention to apply to larger data 
words. 

As is known in the art, a 4-bit ECC is required for error detection and 
single fault correction for an 8-bit data word. These "check bits" are labeled 
(C)ECCo- (QECC3 in table 150. Each bit in the data word is numbered from 
0 -7, with the "0" bit being the most significant bit and the "7" bit being the least 
significant. To generate each check bit, the bits indicated with an "X" in each 
row associated with a particular check bit are combined using the logic operation 
shown in the "parity" column. For example, to form check bit ECCo, an XOR 
operation is performed on the bits numbered 0, 3, 4, 6 and 7 of the data word. It 
will be understood that, in addition to the XOR operation, other logic operations, 
such as the XNOR operation, for example, may be used to generate each check 
bit. 
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In accordance with the invention, each check bit of the complementary 
ECC (CECC) is formed by performing the logic operation indicated in the 
"parity" column on the bits not included in the ECC generation operation for that 
check bit. These bits are indicated with an "A" in each row associated with a 
particular check bit CECC. For example, to form check bit CECC 0 , an XOR 
operation is performed on the bits numbered 1 , 2 and 5 of the data word. 

Several examples of the operation of a preferred embodiment of the 
invention will now be described. 

Example 1 

In Step 132 of FIG. 5, a digital word including a data portion and a parity 
portion is received in register 104 from upstream logic 102. For the purpose of 
this example, the data portion of received data word is 01 1001 10 and the parity 
portion is a single bit 1, based on an odd parity scheme. Below is the data word 
and, for the purpose of demonstrating the generation of the ECC and CECC bits 
according to table 150, an indication of the number 0-7 of each bit and the parity 
bit P: 



! 0 1 2 3 4 5 6 7 | 


i p ! 


i 

i 






1 
1 
1 
1 
1 




1 t 
1 1 
1 < 
1 1 
1 i 


0 1100110 


1 



The data portion of the data word is input to ECC generator 1 10, which 
generates the ECC by performing the indicated operation on the indicated bits for 
each bit of the ECC, Step 134. The operation for each bit ECC 0 to ECC 4 is as 
follows: 

ECC 0 = 0 XOR 0 XOR 0 XOR 1 XOR 0 = 1 
ECC, = 0 XOR 1 XOR 0 XOR 1 XOR 1 = 1 
ECC 2 = 1 XOR 1 XOR 0 XOR 1 = 1 
ECC 3 = 1 XOR 0 XOR 1 XOR 0 = 0 
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Therefore, the ECC output from ECC generator 1 10 ,s 1110. 

The data with pari,, is input to the ECC and parity vahdation devrce 108 
through register 106, and the data portton is input to eomplementary ECC 
(CECC) generator 120, which generates .he CECC hy performmg the rndrcated 
Z2 1 the indicated hhs for each hi, of the CECC, Step . 3, The operatton 
for each bit CECC 0 to CECC 3 is as follows: 

CECCo = 1 XOR 1 XOR 1 = 1 
CECC, = 1 XOR 0 XOR 0 = 1 
CECC 2 = 0 XOR 0 XOR 1 XOR 0 = 1 
CECC 3 = 0 XOR 1 XOR 0 XOR 1 = 0 



Therefore the CECC output from CECC generator 120 is 1 1 10. 

The ECC and CECC are input to XOR operator 122 which performs an 

exclusive-or operation on the codes to generate the data signature, Step 138. 

th, FCC (11 10) and the CECC (11 10) yields a 
Performing an XOR operation on the ECC (1 1 iuj an 

data signature of 0000. 

The data signature and the parity portion of the data word are tnput to 
XOR operator ,24 .„ gener,e the general constant, S.ep .40. Performing an 
XOR operatton on each hi, of the data stgnature ,0000) and the partty portton (1) 
yields a generated constant of .1 1 1 . The generated constan. is then tnpu o 
ompararor 126 where it is compared to the predetermined constan, 
mussed ahove, the comparator ,26 comprises an XOR operatton and hen 
OR reduction of the syndrome ,0 produce a . hit output. The XOR o e 
generated constan. (1 1 11) and our predetermined constant, whteh .111 ». 

J nnnn indicating that the generated constant is equal 
example, yields a syndrome 0000, indicating g 

t0 the predetermined constant, Step 144. The OR reduction of this syndro- 
ms an output of "0", indicating that no error has occurred m each of the data 
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word, the parity, the ECC and the CECC, Step 146. If an error had occurred, as 
will be shown in an example below, the OR reduction would result in an error 
output of "1", indicating that an error had occurred, Step 148. 

The above example showed how the invention applies to the validation of 
a data word having even parity. Typically, when the data portion of the data word 
is even, the ECC and the CECC will be identical, if no errors have occurred. This 
results in a data signature of 0000. As is shown in the example below, in the case 
of a data word having odd parity, each bit of the ECC will be the opposite of the 
corresponding bit in the CECC, resulting in a data signature of 1 1 1 1 . In either 
case, Step 140, FIG. 5, determines whether an error has occurred in the parity bit 
since, in the case of the even data word, each bit of the data signature (0000) is 
XORed with the parity bit (1), resulting in a generated constant (1111). In the 
case of the odd data word, each bit of the data signature (1 1 1 1) is XORed with the 
parity bit (0), also resulting in a generated constant (1111). 

Example 2 

An example of the operation of the invention when processing an odd data 
word follows. If the data word received in register 104 is: 



0 1 2 3 4 5 6 7 | 


1 p ! 

i i 


i t i i 
iiii 

itii 
i t i i 




1 
( 
I 
1 
1 


1 
1 
1 
1 
1 


01 0001 1 0 


0 



the operation for each bit ECQ to ECC3 is as follows: 

ECC 0 = 0 XOR 0 XOR 0 XOR 1 XOR 0 = 1 
ECC, = 0 XOR 1 XOR 0 XOR 1 XOR 1 = 1 
ECC 2 = 1 XOR 0 XOR 0 XOR 1 = 0 
ECC 3 = 0 XOR 0 XOR 1 XOR 0 =1 

Therefore, the ECC output from ECC generator 1 10 is 1 101. 
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The operation for each bit CECC 0 to CECC 3 is as follows: 



CECCo = 1 XOR 0 XOR 1 = 0 
CECC, = 0 XOR 0 XOR 0 = 0 
CECC 2 = 0 XOR 0 XOR 1 XOR 0 = 1 
CECC 3 = 0 XOR 1 XOR 0 XOR 1 = 0 



Therefore the CECC output from CECC generator 120 is 0010. 

Performing an XOR operation on the ECC (1 101) and the CECC (0010) 
yields a data signature of 1 1 1 1 . Performing an XOR operation on each bit of the 
data signature (1 1 1 1) and the parity portion (0) yields a generated constant of 
1111. The generated constant is then compared to the predetermined constant. 
As discussed above, the comparator 126 comprises an XOR operation and then an 
OR reduction of the syndrome to produce a 1 bit output. The XOR of the 
generated constant (1 1 1 1) and our predetermined constant (1111) yields a 
syndrome 0000, indicating that the generated constant is equal to the 
predetermined constant. The OR reduction of this syndrome yields an output of 
"0", indicating that no error has occurred in each of the data word, the parity, the 
ECC and the CECC. 

Example 3 

An example of an error in the data portion of the data word will now be 
described. If, at point A of FIG. 3, the correct data word is: 



0 1 2 3 4 5 6 7 | 




i 
i 


















0 1100110 


1 



but, through a transmission error, the same data word at point B is: 
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! 0 1 2 3 4 5 6 7 | 


p 


iiitii 
i i t i i i 
i i i i i i 
i i i i i i 
* i i i i i 




1 

1 

1 


0 1000110 


1 



i.e., bit number 2 has flipped from a 1 to a 0, the invention operates as follows: 

Since the incorrect data word at B (010001 10) is input to the ECC 
generator 1 10, using the generation scheme shown in table 150 of FIG. 6, the 
ECC will be 1 101 . The correct data word at A (01 1001 10) is input to the CECC 
generator 120, resulting in a CECC of 1 1 10. The XOR operation in operator 122 
yields a data signature of 001 1. The XOR operation in operator 124 yields a 
generated constant of 1100. In comparator 126, the syndrome of the generated 
constant (1 100) and the predetermined constant (1 1 1 1) is 001 1 . The OR 
reduction of this syndrome yields an error signal of 1, indicating that an error has 
occurred. 



Example 4 

If there are no errors in the data word and both the ECC generator 1 10 and 
the CECC generator 120 receive the same data word, but the ECC generated in 
the ECC generator is incorrect, the following occurs: 

If the data word is the same as in Example 1 : 



0 1 2 3 4 5 6 7 | 


1 P 




r -r i 
i 
i 
( 
i 

l_ X 


r r n 
i 

i 
i 

i 








1 
1 
i 


0 1100110 


1 



the output of the CECC generator will be 1 1 10. However, assume an error occurs 
in the generation of the ECC by the ECC generator 1 10 or if the ECC is corrupted 
at point C before it is input to the ECC and parity validation device 108, and the 
ECC input is 1 100, i.e., the check bit ECC 2 has flipped from a 1 to a 0. In this 
case, the data signature output from XOR operator 122 will be 0010. The 
generated constant output from XOR operator 124 will be 1 101, which, when 
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compared to the predetermined constant 1111, will result in an error signal 1 
output to the downstream logic 114. 
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Example 5 

In Example 1, if the parity bit was incorrectly flipped from a 1 to a 0, the 
generated constant, resulting from the XOR operation performed on the data 
signature (0000) and the parity bit (0) in XOR operator 124, would be 0000, 
which, when compared to the predetermined constant 1111, would result in a 
syndrome of 1 1 1 1. The OR reduction would yield an error signal of 1, indicating 
the error. 

Accordingly, the present invention provides a system and method for 
validating the ECC and parity information associated with a data word. The 
validation of the ECC and parity information is performed within a single 
operation, such that an error in the data word, the parity or the ECC is indicated 
with a single output to the downstream logic. 

While the invention has been described using an 8-bit data word having a 
single parity bit, it will be understood that any length data word having any 
number of parity bits can be processed in accordance with the invention. 

Other embodiments are within the spirit and scope of the appended claims. 
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